
AGENDA

1. Process overview

2. High-level architecture

3. Bledger Network Token

4. Blockchain benefits and transparency

5. Verify data on-chain

6. Bledger screenshots

30



BLOCKCHAIN BENEFITS AND TRANSPARENCY
Benefits of using Blockchain
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Easy Integration

• Polygon provides developer-friendly APIs and SDKs, making it simple to integrate blockchain functionality into 

existing systems

• Compatibility with Ethereum tools and smart contracts accelerates development and reduces setup time

Non-Repudiation

• Every transaction is cryptographically signed and permanently stored on-chain

• This guarantees that recorded actions cannot be denied or altered later, ensuring data integrity and traceability

Security

• Polygon inherits Ethereum’s strong security model while offering optional scaling solutions

• The decentralized network architecture minimizes single points of failure and protects against tampering or 

unauthorized access

Transparency

• All transactions and smart contract interactions are publicly verifiable

• This builds trust among stakeholders and simplifies auditing, compliance, and accountability

Scalability and cost efficiency

• Polygon’s Layer-2 approach offers faster transactions and lower gas fees without sacrificing decentralization

• Ideal for applications that need both speed and trust
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VERIFY DATA ON-CHAIN
Polygonscan
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The platform enables the verification of transactions executed on the blockchain through the block explorer.

The following sections outline the various types of operations that can be verified and detail the procedures required

to perform on-chain verification.



VERIFY DATA ON-CHAIN – READING CONTRACT (1/5)
Reading contract
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• Network Details

On the Network Detail page, it’s

possible to click the Polygon

icon next to the network name

to see the list of the network’s

transactions

The following are the steps to perform to verify the contract.



VERIFY DATA ON-CHAIN – READING CONTRACT (2/5)
Reading contract
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• View network transactions

A modal window appears displaying

the list of network transactions. At the

top, the following details are shown:

o the on-chain token ID

o the “See in Explorer” link



VERIFY DATA ON-CHAIN – READING CONTRACT (3/5)
Reading contract
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• Explorer

By clicking “See in

Explorer”, the blockchain

explorer opens directly in the

Read Contract section.



VERIFY DATA ON-CHAIN – READING CONTRACT (4/5)
Reading contract
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• Browse available functions

In Read Contract section, it’s possible to find

all readable functions of the contract

• For example, to fetch the current metadata

JSON:

✓ Open the tokenURI function

✓ Enter the current tokenId in the input field

✓ Click Query

✓ The call returns the URL to the

metadata.json for that token

The metadata.json contains

the network’s hierarchical

organization and the related

documents. The link to the

metadata.json corresponds

to the tokenURI stored

within the token.



VERIFY DATA ON-CHAIN – READING CONTRACT (5/5)
Reading contract
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• Browse available

functions

It is also possible to view

the deployed on-chain

contract by navigating to

the “Contract” →

“Code” section.



VERIFY DATA ON-CHAIN – VERIFY METADATA
Verifying integrity of the metadata.json
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a) Copy the link returned from tokenUri function tab (from the previous step – verify contract) and open it in a new

browser tab. The result is the metadata.json

b) Copy the JSON displayed in ‘step a’ into any Keccak256 hashing tool (e.g., https://emn178.github.io/online-

tools/keccak_256.html)

c) The resulting hash should match the final part of the link. For example:

https://bledger.blockchainreply.it/api/v1/public/network/metadata/796d8d8e75a01597868519d078e4b3a52a7ed7

3947fa83b0b2abbe49c091dc37

The following are the steps to perform to verify the integrity of the file metadata.json
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VERIFY DATA ON-CHAIN – UPLOADED DOCS (1/3)
Verifying integrity of uploaded documents
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• Copy the node id from the network transaction tab

The following are the steps to perform to verify the integrity of the uploaded documents.



VERIFY DATA ON-CHAIN – UPLOADED DOCS (2/3)
Verifying integrity of uploaded documents
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• Search the node id in the metadata json (e.g., 5f9f957c-844d-4bb1-bec2-9237266a3ed3)

• There should be three records under docs corresponding to the node id – one for each uploaded file (the Scope

1 & 2 document and the documents for the emissions details for Scope 1 and 2)



VERIFY DATA ON-CHAIN – UPLOADED DOCS (3/3)
Verifying integrity of uploaded documents
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• Using a Keccak256 file hashing tool (e.g., https://emn178.github.io/online-tools/keccak_256_checksum.html), it is

possible to verify that the files uploaded to the platform match the hashes recorded in the metadata.json:

o Upload the CSV file to the tool (e.g., Scope 1)

o Verify that the resulting hash matches the one stored in metadata.json.
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VERIFY DATA ON-CHAIN – VERIFIED DOCS (1/2)
Verifying documents verified by the auditor
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• When the auditor has verified the documents, it is possible to view the on-chain transaction (NetworkUpdated -

reason 2)



VERIFY DATA ON-CHAIN – VERIFIED DOCS (2/2)
Verifying documents verified by the auditor
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• By copying the link provided in the transaction data (from the previous step) and opening it in a new browser tab,

the metadata will be displayed, showing whether the document has been verified (audited=true)



VERIFY DATA ON-CHAIN – NETWORK TREE (1/3)
Verifying integrity of network tree structure
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• Open Network tree from “Organigram Button”

Since only Business Network Admin has access to the entire tree structure, he is the only one who can do the

verification of the tree network structure.

The following are the steps to perform to verify the integrity of the network tree structure.



VERIFY DATA ON-CHAIN – NETWORK TREE (2/3)
Verifying integrity of network tree structure
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• Download the tree json from “JSON” button (organigram.json)



VERIFY DATA ON-CHAIN – NETWORK TREE (3/3)
Verifying integrity of network tree structure
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• Using the endpoint /public/network/merkle-hash, it is possible to send a POST API request with the

downloaded JSON as the body (in the previous slide). The API returns the Merkle root hash, which should match

the merkleHash field in the metadata.json

API merkle-hash JSON metadata



BLEDGER SCREENSHOTS



BLEDGER PLATFORM
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• The platform can be accessed at the following link: https://bledger.blockchainreply.it/

• The following slides present screenshots of the various features offered by the platform

Login
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BLEDGER PLATFORM
Company profile
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• Overview section provides information related to the company

Company data



BLEDGER PLATFORM
Business Network Definition – 1/3
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• This section presents the step-by-step process for creating a network

Business 

Network 

Definition



BLEDGER PLATFORM
Business Network Definition – 2/3
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Business 

Network 

Definition



BLEDGER PLATFORM
Business Network Definition – 3/3
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• The company may choose to accept or decline the invitation to join a network

Business 

Network 

Definition



BLEDGER PLATFORM
Data management – upload data – 1/4
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Upload and 

data 

management

• To calculate the Emission Intensity, a network member should upload its own Scope 1 and 2 files, must upload

the q and t values of each supplier, and its suppliers should calculate theirs Emission Intensity



BLEDGER PLATFORM
Data management – upload data – 2/4
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Upload and 

data 

management



BLEDGER PLATFORM
Data management – upload data – 3/4
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Upload and 

data 

management



BLEDGER PLATFORM
Data management – upload data – 4/4
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• A network member must upload the q and t values of each of its suppliers to calculate its own Emission Intensity

Upload and 

data 

management



BLEDGER PLATFORM
Data retrieval – Scope 3 calculation
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Data retrieval

• Once the Emission Intensity is calculated, it is possible to calculate Scope 3



BLEDGER PLATFORM
Audit and verification – 1/3

59

Audit and 

verification

• A member network could request the verification of the data upload, and the network auditor will be able to view

the files and verify them



BLEDGER PLATFORM
Audit and verification – 2/3
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Audit and 

verification

• The auditor will see the verification request within the network section



BLEDGER PLATFORM
Audit and verification – 3/3
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Audit and 

verification

• Once the data has been verified by the auditor, the network member will see that the files have been verified

and can check the transaction on the block explorer
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